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Abstract. Institutions of Higher Education have been continually threatened by
the lack of direction and control from the perspective of information security in
the context of information technology governance. The ISO/IEC 27014:2013 stan-
dard represents an opportunity to govern information security; however, it suffers
from a clear alignment that allows it to articulate its activities with the IT gover-
nance and provide visibility to the organizational government. This exploratory
and document-level study has carried out a harmonization process between the
ISO/IEC 27014:2013 and ISO/IEC 38500:2015 standards with the purpose of
identifying overlapping problems and strongly related elements that contribute
to a consistent model of information security governance at three levels: princi-
ples (responsibility, performance, strategy, risk analysis, compliance and human
behavior), objectives and indicators. As aresult, the components of the information
security governance model have been defined as strongly related to information
technology governance. This work contributes to the knowledge and collabora-
tion of decision-makers in the strategic steering and information security control
committees of Ecuador’s higher education institutions. Future work will focus
in the relation of substantives components of law of higher education, the fac-
torial analysis of components of the model with the participation of actors from
the institutions, in order to consolidate it towards what the institutions cannot do
without.

Keywords: Information security - Information security government -
Information technology government

1 Introduction

A good implementation of information security government must offer a strategic align-
ment, risk management, and resource management, for this, it is essential to identify the
critical factors that allow achieving the strategic success of information security in the
long term in organization [1].
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Similarly, [2] in the proposed information security governance framework show
the relevance of adopting and employing a mature approach to the ability to manage
and control information security with the use of a common business-focused language
that allows organizations to establish appropriate security standards according to the
nature of each business and leverage resources to achieve a level of information security,
generating confidence and business advantage.

On the other hand, [3] states that the benefits of an information security govern-
ment enhance trust in customer relationships, protect the reputation of the organization,
hand over responsibility for safeguarding information from critical business activities;
meanwhile, Lugman Ayodele [4] concludes that inadequate governance over informa-
tion security affects organizations in the management and processing of information by
inconsistency in the configuration of their information systems.

Da Veiga and Eloff [5] that in order to implement an information security gover-
nance framework, behavior and a level of culture must be generated at all levels of the
organization, that is, from the top executives to the operational levels, with a view to
reducing the impact generated by the loss or theft of information in the organization.

It is important that the organization effectively governs information security, its
components, policies, and metrics holistically by developing behaviors among the actors
that go hand in hand with an information security governance model.

Clark and Sitko [6] ensure that the implementation of an information security frame-
work will allow the organization to significantly improve its corporate governance pro-
cesses; just as CGI Group [7] that security and governance cannot be separated nor can
they be achieved by deploying technical solutions alone.

Carcary et al. [2] argue that governance processes are intended to enhance the ability
of any organization to direct, supervise, and control actions, processes, and procedures to
safeguard information assets, as well as to provide confidentiality, integrity, availability,
and accessibility of data found in information systems.

That is why Bowen, Hash and Wilson [8] establish a conceptualization of what
information security governance is guaranteeing its implementation proactively while
at the same time managing it. An information security government has a set of require-
ments, challenges, activities, and structures that allows it to identify key roles and
responsibilities that influence the implementation of information security policies and
procedures.

Finally, De Oliveira Alves, Rust da Costa Carmo and Ribeiro [9] conclude that
while corporate governance concepts are well known, information security governance
remains a major challenge for organizations.

These definitions help us to thinking that many institutions of higher education have
yet to establish real information security governance. There are many reasons behind
this; our goal is not to list them but rather, to propose a model to facilitate the implemen-
tation of a governance process adapted to the realities of each institution. But, first, let’s
harmonization look at governance and management activities to better understand what
we are talking about and why it is important together worked in information technologies
and information security.
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In particular, the ISO/IEC 38500:2015 standard for the Governance of IT, not only
covers all the good governance principles, e.g. responsibility, accountability and out-
comes strategy alignment but also includes (implicitly) the governance of information
security. The same applies for the ISO/IEC 27014: 2013 standard which is not limited
to those areas of organizational governance that are specifically related to information
security activities. Information security governance include subjects such as defining
the governance structure; strategic alignment, value creation, accountability, security
adequacy, investment decision process, and compliance with standards.

We believe that both standards: have overlapped issues, need some coordination and
compatibility to be coherent and moreover, there should be some hierarchy between
them. All these possible design issues produce practitioner’s misunderstandings and
standardization drawbacks in the current version of both standards.

The present work has been structured. In Sect. 2, the theoretical background. In
Sect. 3, the research methodology is presented. In Sect. 4, the results obtained are
analyzed. In Sect. 5, the discussions and conclusions of the study are presented.

2 Background

2.1 ISO/IEC 38500:2015

ISO/IEC 38500:2015 is the international standard that speaks about elements of gover-
nance of Information Technology (IT) in organizations, it sets standards for processes,
procedures and decision making in terms of reference to information systems and tech-
nologies, on the other hand, describes that a model is a set of components that are related
to describing the functioning of an object, system or concept [10].

The ISO/IEC 38500:2015 governance model is based on three main axes, the first
evaluating the current and future use of IT, the second preparing for the implementation
of policies and strategies to ensure that the use of IT meets business objectives, and the
third establishing the monitoring of compliance with policies and performance in relation
to established strategies, i.e., it shows a governance model that Evaluates, Directs and
Monitors [10].

Figure 1 shows the model for IT governance proposed by ISO/IEC 38500:2015 in
which three main elements can be seen to evaluate, direct and monitor strategies, policies,
plans and purposes in the achievement of the organization’s strategic objectives [10, 11].

Merchén and Rodriguez [12] that within the ISO/IEC 38500:2015 standard, guiding
principles are also defined, which are applied to any organization. The principles of
responsibility, strategy, procurement, performance, compliance establish the conduct by
which directors, executives and will be guided in the best decision making. On the other
hand [10] establishes a model composed of three main activities: management (Direct),
evaluation (Evaluate) and follow-up (Monitor).

2.2 ISO/IEC 27014:2013

ISO/IEC 27014:2013 [13] is a guide to information security governance, providing
concepts and principles by which organizations can assess, manage, monitor and com-
municate information security- related activities, as well as develop a holistic view in
the organization’s board of directors on security governance issues.
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Fig. 1. Model for IT governance [10]

However, ISO/IEC 27014:2013 establishes certain results that must be evaluated
when implementing information security governance, among which are the visibility
of the directory on the state of security, an agile approach to decision making and
information risks, as well as efficient and effective investments in terms of information
security complying with external requirements (legal, regulatory or contractual).

ISO/IEC 27014:2013 presents six principles: establish information security through-
out the organization, adopt a risk-based approach, establish the direction of investment
decisions, ensure compliance with internal and external requirements, foster a posi-
tive security environment and performance of opinion in relation to business results,
through which corporate governance can design and implement its information security
governance framework, listing the responsibilities they must take into account [13].

Unlike ISO/IEC 38500:2015, which presents a model of evaluate-direct-monitoring
and lets the governance committee creates its particular governance framework; ISO/IEC
27014:2013 shows a proportionate framework for the management of information secu-
rity defined in five areas with a flow of communication, among them, focused on mon-
itoring, evaluation, communication, direction and, finally, assurance; that is, evaluate -
direct - monitor - communicate - secure (see Fig. 2).
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Fig. 3. Information security and IT government [13]
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Figure 3 presents something very important that consists of some relationship
between IT governance and information security governance, which is ultimately the
reason for this study.

3 Methods and Materials

For the purpose of this research, ISO/IEC 38500:2015 [10] and ISO/IEC 27014:2013 [13]
standards were taken into account. Then, difficulties were identified, and a comparison
of objectives, policies, models and processes was made; using the harmonization process
of [14-16].

For the mapping of standards, the following steps were executed [16]:

Selection of elements to compare from both standards.
Standards mapping design, in the following terms:

N =

a. Obtaining the elements identified in the first step;

b. Definition of a comparison scale, to show the degree of similarity between the
two standards; and

c. Definition of the comparison template through which it was determined whether
the scale values represent the ratio of ISO/IEC 27014:2013 in ISO/IEC
38500:2015.

3. Execution of the mapping of standards through a process of valuation of the main
elements and components of the standards. Where the rows are made up of the
elements of ISO/IEC 38500:2015 and in the columns are the elements of ISO/IEC
27014:2013.

4 Results

4.1 Selection of Elements to Be Compared

The following elements were considered for the comparative analysis:

Government Objectives
Principles of governance
Models of government
Governance activities

Each one of the objective elements, principles and models allowed to know the
scopes, areas of applicability of each one of the norms, for example, as much the princi-
ples of the government of security of the information as of technologies of the information
are oriented to guarantee the attainment of the objectives raised by the organizational
government; as for the model of governance the two norms establish a model of two
levels with processes of government by segregation of functions.
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The governance activities of each of the standards studied are determined by eval-
uation, management, and monitoring, as common elements; however, communication
is explicit in ISO/IEC 38500:2015 while in ISO/IEC 27014:2013 communication and
assurance towards the fulfillment of organizational objectives is an essential part of the
model.

4.2 Standards Mapping Design

Once the elements in each of the standards have been identified, the level of relationship
that exists between them was determined using a similarity scale, using the Holmes
matrix as a tool for comparison, analysis and prioritization of each of the criteria, as
presented in Table 1 to establish the importance of the elements of both standards [17].

Table 1. Holmes weighting scale

Scale | Verbal scale

0.5 | Value of the main diagonal of the matrix considering the comparison with itself

1 Whether the criterion is more important than the other criteria

0 Whether the criterion is less important than the other criteria

With the parameters or criteria established and defined, Holmes’ matrix allowed
the decision making based on the criteria and value judgments according to the scale
determined based on the quantification with respect to each element determined in
Table 2.

Table 2. Definition of criteria

Criteria Definition

Effectiveness Refers to information generated that is
relevant and pertinent to the business,
allowing to achieve strategic goals and
improvements to business processes

Efficiency Efficiency is about delivering or providing
quality information to services faster by
allowing IT departments to look for ways to
achieve it, with strategies that contribute to
this goal

Confidentiality It relates to the characteristic of protection,
privacy and access to information and to the
policies and actions necessary to guarantee it

(continued)
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Table 2. (continued)

Criteria

Definition

Integrity

Refers to the integrity of the data that are
processed to generate information, these must
be accurate, valid and consistent with
mechanisms that prevent unauthorized
removal, modification and disposal [18]

Availability

It refers to the information that must be
available at the time it is required by any
business unit, as well as the IT services that
the business requirements need

Reliability

[19] work it as the provision of appropriate
information that IT services provide to be
considered in decision-making

Strategic alignment

They are the strategies of IT governance as
well as information security support the
business strategy

Meeting the needs of stakeholders

It is understood as the information needs that
each one of the interested parties seeks to
obtain for decision making, evaluating the
benefit and associated risks

Cover the organization in a comprehensive
manner

All the processes and functions necessary for
the governance and administration of the
entire organization, including IT services, are
contemplated

Organizational structures

Defines its responsibilities to IT governance
and information security in order to ensure the
stated objectives

Risk management

It is considered as the adequate management
of the risks associated with the use and
generation of information by IT and each
business unit of the organization

Measuring performance

It is the value generated by IT and information
security governance strategies in the execution
and control of projects, performances focused
on cost-benefit

Resource management

It is defined as the adequate management that
each of the available resources of the
organization must have in order to guarantee
the fulfillment of the organizational strategies
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The comparison was made considering a superior triangular matrix that is completed
with the opposites to the scale as corresponds to the analysis obtaining at the end of a
type L matrix. Subsequently, the sum was made for each of the criteria or parameters
to quantitatively determine the importance of the criterion or parameter in order from
highest to lowest.

Once the results were obtained, the Pareto rule was applied to make visible the choice
of criteria or parameters under which the analysis of the two government standards was
carried out (see Table 3).

Table 3. Application of the Pareto rule

Parameters Importance | Accumulated 9% Sum | % Sum accumulated
importance
Confidentiality 11,5 11,50 12% 12%
Integrity 10,5 22,00 11% 22%
Availability 10,5 32,50 11% 33%
Strategic alignment 10,5 43,00 11% 44%
Value delivery 9,5 52,50 10% 54%
Effectiveness 7,5 60,00 8% 61%
Meeting the needs of 7,5 67,50 8% 69%
stakeholders
Reliability 6,5 74,00 7% 76%
Efficiency 5,5 79,50 6% 81%
Cover the organization | 4,5 84,00 5% 86%
in a comprehensive
manner
Measuring 4,5 88,50 5% 90%
performance
Risk management 3,5 92,00 4% 94%
Resource management | 3,5 95,50 4% 97%
Organizational 2.5 98,00 3% 100%
structures

Figure 4 shows the result of applying the Pareto rule, the focal criteria are: confiden-
tiality, integrity, availability and strategic alignment. This means that the four criteria or
parameters are of major importance for assessing the relationship between the standards
studied.

According to the above figure, the four focal criteria constitute the minimum desirable
elements in an information security governance model. Holmes’ matrix helped determine
the categorical and numerical values for each of the criteria (see Table 4), from which a
relational valuation matrix was defined, as shown in Table 5.
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Table 4. Matrix of Holmes selected criteria
Criteria Confidentiality | Integrity | Availability | Strategic SUM | Weighting
alignment factor
Confidentiality | 0,5 1 1 4 0,44
Integrity 0 0,5 0 2 0,19
Availability 0 0,5 1 2 0,19
Strategic 0 1 2 0,19
alignment
Table 5. Relational valuation scale
CRITERIA 3-MR 4-FR
Does not facilitate  Facilitates a little =~ Mildly facilitates the g?;lpgﬁzelgonggég:
Confidentiality the confidentiality the confidentiality confidentiality of 7 .
. . . . X . tiality of infor-
of information of the information  information .
mation
. It takes into ac- It takes into account Takes into account
Does not take into
account any ele- count some ele- most of the elements all the elements
Integrity . ments that guaran- that guarantee the that guarantee the
ment of infor- . . . A . >
Lo . tee the integrity of integrity of  the integrity of the
mation integrity . . . . . .
the information information information
Df)es not comply Comp h?s w.lth Complies with most Complies with all
I with information some information . . . . X .
Availability o . S . information availa- information availa-
availability poli- availability  poli- . . e gy
. . bility policies bility policies
cies cies
. e Facilitates in a few  Facilitates in several ~Completely facili-
Strategic Does not facilitate . .
. PR aspects the strate- aspects the strategic tates strategic
Alignment strategic alignment

gic alignment

alignment

alignment
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4.3 Execution of the Comparison

Confidentiality Criteria

The strongly related element between the two standards represents a two-tier system:
management body and corporate governance. In the same way the principles, mitigate
the risk of directors not complying with their obligations, strategy, performance, human
behavior, responsibility, compliance, procurement, IT governance, balance the risks and
promote the opportunities derived from the use of IT, establish and sustain a suitable
environment and monitor, as to the activities of greatest relative importance are: evaluate,
manage, add value to the board of directors and stakeholders, monitor, provide align-
ment between information security strategies and objectives with business strategies and
objectives to ensure that information and risks are being adequately addressed, through
assertive communication.

Integrity Criteria

The mapping under integrity determined that in a two-tier system that brings together
the bodies of management and corporate governance should be focused on performance,
accountability, strategy trying to mitigate the risk of directors who failed to meet their
obligations, on procurement and especially on human behavior to seek compliance in
IT governance, balancing the risks and encouraging opportunities arising from the use
of IT to establish and sustain a fit environment, ensuring compliance with obligations
relating to the acceptable use of IT with a monitoring of activities.

Availability Criteria

It is established that to guarantee the availability of information, the model must have
a two-tier system that combines management and corporate governance bodies focused
on performance, responsibility, strategy trying to mitigate the risk of directors who did
not comply with their obligations, on acquisition and above all on human behavior to
seek compliance in IT governance, balancing the risks and promoting the opportunities
derived from the use of IT to establish and sustain a suitable environment ensuring
compliance with obligations related to the acceptable use of IT with a monitoring of
activities.

Strategic Alignment Criteria

The best results in terms of ISO 38500:2015 is obtained by having a two-tier system
that brings together management and corporate governance bodies focused on perfor-
mance, responsibility and strategy; seeking to mitigate the risk of directors who did not
comply with their obligations, in procurement and especially in human behavior to seek
compliance in IT governance, balancing risks and promoting opportunities arising from
the use of IT, to establish and sustain a suitable environment ensuring compliance with
obligations relating to the acceptable use of IT with a monitoring of activities.

To perform a strategic alignment as seen from ISO/IEC 27014:2013 must be assessed,
managed and monitored; it will add value to the board of directors and stakeholders
by ensuring that risk-based information is being properly treated and thus ensuring
information integrity to provide alignment between information security strategies and
objectives with business strategies and objectives by means of efficient communication
that are marked as being of greatest relative importance.
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To achieve an integration mapping between ISO/IEC 38500:2015 and ISO/IEC
27014:2013 and have agreement with the results for each of its elements, a consol-
idated matrix was established in which both standards present evidence of a strong
and moderate relationship between model, objectives, activities and principles of the
two standards, which allows confirming that the information security governance is not
totally misaligned from the IT governance, as shown in Table 6.

Table 6. ISO/IEC 27014:2013 related to ISO/IEC 38500:2015

ISO/IEC 27014:2013

Model Aims and Objectives Activities Principles

E E] > Z
5 2 2 2 z
£ g o >z g g
5 2 2 2 s £
g £ ] ] Z £ 2
5 3 g 2 E 5§ =
ISO/IEC 38500:2015 2 k] 2 i 5 2 = B
23 i 2 3 H E
S5 : E% s 3 £ 33 ¢
Z2 5 0z, E£% 2 o™ ot £ &E 2
2] s 22 22 3 =R 4 8 £5 <
$% 589 32 Er . 52 0t £ 5E 5
25 28f 22 25 I 3 0§ 0§ g2t £ 2 gE %
< 2:% 52 2% S ¢ § 5§ : 85 £ % Z:s %
£5 &322 2§ 5% & s} = S] S} < 2 5% £
z v o
€ Twotier system (management body and R MR MR F 'R PR FRFRFR PR MR MR PR FR
£ corporate governance)
Balgnce risks and promote opportunities FR MR PR MR MR PR FR
arising from the use of IT.
g Mitigate the risk of dircctors failing to meet PR MR R FRFR MR MR MR FR MR PR
£ their obligations
g
& Ensure compliance with obligations relating R MR R MR
© o acceptable use of IT.
Ensure that the use of IT contributes positive- R MR MR MR FR MR FR MR MR FR
ly to the organization's performance
,  Evaluate FR PR PR FR PR PR PR PR FR
£
E  Direct FR MR MR MR FR MR  FR MR MR
< Monitor MR MR FR FR MR MR FR PR PR FR MR PR
Liability FR MR FR FR FR MR MR MR MR MR MR
Strategy MR FR MR FR FR FR MR MR MR MR MR
"“; Acquisition MR MR FR FR FR PR MR MR MR
£ Performance PR MR FR__FR__FR___IR MR__PR__MR___FR__MR__MR
&~ Conformity FR FR MR FR FR FR MR MR MR MR PR PR MR MR
Human Behavior FR FR FR FR FR FR MR MR PR MR MR PR MR
ISO/IEC 38501:2015
Establishing and sustaining an enabling environment MR FR MR FR FR PR FR FR MR MR FR
Governing IT FR FR PR FR MR MR MR FR FR MR FR PR PR PR PR
Continuous Review MR MR MR _FR__FR IR
Model

ISO/IEC 27014:2013 shows a strong relationship with ISO/IEC 38500:2015 from the
sectional point of view: management and governance. In addition, they share a strong
relationship with activities and elements.

Itcan also be observed that the ISO/IEC 27014:2013 standard is strongly related to the
balancing of risks and the promotion of opportunities derived from IT in the fulfillment
of obligations for the acceptable use of IT and government properties corresponding to
the ISO/IEC 38500:2015 standard.



Author Proof

Towards the Information Security Governance 13

On the other hand, the establishment of information security policies will make it
possible to correctly measure performance in relation to business results.

Principles

Atthe time of mapping, we found that ISO/IEC 27014:2013 has a strong relationship with
five of the six principles of ISO/IEC 38500:2015: responsibility, strategy, performance,
compliance, and human behavior; which enable information security to be established
throughout the organization by adopting a risk-based approach to measuring performance
in relation to business results.

Finally, the principles of responsibility, strategy, performance, human behavior, com-
pliance, performance, and risk analysis are strongly related in the two standards. Each one
of them with its descriptions and conceptualizations that allow describing the activities
related to the security, integrity, and reliability of the information.

Activities
The activities of evaluating, directing, monitoring, communicating and assuring the
ISO/IEC 27014:2013 standard are strongly related to the IT governance model (man-
agement and corporate governance), in addition three of them (evaluating, directing,
monitoring) are strongly related to the objective of the ISO/IEC 38500:2015 standard to
mitigate the risk of directors not complying with their obligations.

On the other hand, there is a moderately strong relationship with the six principles
of the ISO/IEC 38500:2015 governance model, directly with responsibility, strategy,
human behavior, compliance, and performance.

Objectives

The objective to add value to the board of directors and stakeholders, to provide align-
ment between the information security objectives, strategies and business of ISO/IEC
27014:2013, is strongly related to the objective of ensuring compliance with the obliga-
tions relating to the acceptable use of IT, to ensure that the use of IT contributes positively
to the performance of the ISO/IEC 38500:2015 standard organization.

In addition, a moderate relationship is established by providing alignment between
information and security objectives, mitigating the risks that directors have by failing to
comply with their obligations and ensuring compliance with obligations relating to the
acceptable use of IT at the level of integrity, reliability, and availability of information
within the organization.

5 Discussions and Conclusions

A model of information security governance for higher education institutions would be
strongly based on both standards in an integrated manner. The ISO/IEC 38500:2015
standard is mainly present at the first level of the model in terms of principles (responsi-
bility, performance, strategy, and human behavior), with two substantial elements (risk
analysis and compliance) of the ISO 27014:2013 standard that include the actions of
directing, evaluating, monitoring, communicating, and ensuring.

In this study, a harmonization process has been carried out using a mapping for the
comparison of both standards, identifying the related elements, following the guidelines
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of [16] and [3], and with the help of Pareto’s rule it has been possible to summarize
in Table 6 the correspondence that exists between the two standards in order to define
MoGSIIES levels.

The governance of information security is a specific part of IT governance, although
it can be seen separately the two affect the strategic processes of organizations.

Another important aspect that has been carried out is the understanding of the impor-
tance of government information security on IT governance and being aware that the
responsibility for making decisions rests with a strategic steering committee of the
institution.

This study has contributed to the knowledge and collaboration of decision-makers
in the strategic steering committee for information security in institutions, overcoming
the visibility barrier that an organizational government suffers. Future work will focus
on strengthening the model through substantives components and factorial analysis of
components with the participation of actors from Ecuador’s higher education institutions.
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